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UTM for the Retail Industry

Retail organizations are directly impacted by regulatory
requirements such as the PCl Data Security Standard. Since
compliance costs less than compromise, utilizing every
effective means to achieve compliance is a goal worth
achieving.

The PCI DSS compliance can be extensive and expensive;
Solutionary is a PCl-approved scanning vendor (ASV) and
qualified security assessment company (QSAC) with multiple
QSAs on staff delivering PCI compliance services across the
country.

But there are other considerations and approaches, such as
UTMs and managed security services.

Unified threat management (UTM) refers to an all-inclusive
security device that provides broad network protection by
combining multiple security features on a single hardware
platform.

Solutionary delivers UTM services on the ActiveGuard®
Security & Compliance Platform for a complete, turnkey
managed security solution tiered for Retail entities with 10,
50 or 100+ user locations.

This comprehensive solution allows small and medium
sized retailers to meet industry best practices for security
and is ideal for large organizations seeking to address
compliance requirements at branch locations.

UTM Complete provides event correlation, log monitoring
and device management of UTM appliance. Firewall, VPN,
IPS, web content filtering as well as virus, spyware, and
spam protection are available.
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The rapid rise in blended threats
(Internet viruses attacking the
application layer) have great contributed
to the need for the flexible, highly
integrated functionality UTM delivers.

Solutionary’s UTM Managed Services
provide the following important
components for the Retail industry:

Firewall monitoring

Firewall management

Site-to-site VPN

Remote access VPN

Web content filtering

Gateway anti-virus

Intrusion prevention system (IPS)
IPS log monitoring and management
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FOR MORE INFORMATION

> For a one-on-one conversation about
your organization’s information security
and compliance, call 866-333-2133.
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